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ABSTRACT

Ports are opened infrastructures whose security is influenced by a plenty of parameters such as people/
vehicle flows. The movement of these flows must be accurately checked and controlled to ensure a
correct management of security. In ports characterized by high flows, the security management must
unavoidably use integrated access control systems that ensure a proper organization of the flows them-
selves. The present paper illustrates the work made to design and realize the integrated access control
system of the most important commercial and tourist ports of Italy. Since the core of the access control
system is represented by a server farm that must operate with a high efficiency, to guarantee a fast
response to the high flows of people and vehicles, the system is endowed with a loading balance mecha-
nism of server farm itself, based on genetic controller, that ensures optimal operative velocities and
performances, as demonstrated in the paper.
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1 INTRODUCTION
Security management in a complex context tends to be more efficient when integrated sys-
tems are used [1-3]. Ports represent complex opened infrastructures inviting great flows of
people and vehicles that must be correctly controlled and managed to ensure a certain
requested level of security. For this reason it is necessary to use integrated access control
systems that allow the port authorities to keep security under control.

If correctly designed and integrated, access control systems allow to comply with interna-
tional law prescriptions, such as International Ship and Port Facility Security (ISPS), and
allow for optimizing and controlling the boarding flows, reducing the boarding time and
offering, at the same time, a plenty of services such as the centralized check-in service for
ship companies. Such a designed and realized system is capable of reaching opening time of
the entrance gate and printing tickets in less than 5 seconds.

The entrance tickets also represent the boarding tickets of the desired ship to help people
in reaching the desired ship directly without passing to the ticket office, thereby greatly
reducing vehicle/people flows inside the ports and subsequently the boarding time.

The system is also interfaced with all the other subjects that generally operate in ports such
as the following: :

Port operators;
Other specific subjects.

1. Ship companies;
2. Custom;

3. Police;

4. Sea guard,

5.

6.
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detect security threats and take preventative measures against security incidents affecting
ships or port facilities used in international trade);

Italian Inter-Ministerial Committee for the Maritime Safety and Security prescriptions
of April 2004;

security evaluation document (depending on the specific port);

security plan of the port (depending on the specific port);

boarding areas and docks assignments (depending on the specific port);

mean boarding time of each ship company (depending on the specific port);

position, inside the port, of ticket offices and entrance gates (depending on the specific port);
position of local area network (LAN)/wide area network (optical fibre back bone) and
design of the new one (depending on the specific port);

position of the wireless network and design of the new one (depending on the specific port);

10. network infrastructure and position of connection nodes (depending on the specific port);

11.

traffic flows control video surveillance system (depending on the specific port);

12. license plate recognition system of entrance gates (to design);

13.
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access control multimedia kiosk endowed with automatic communication interface,
radio-frequency identification device (RFID) badge reader, ticket or temporary acdess
printer, personal identification document reader, control camera (to design).

The system allows attain the following goals:

entrance/exit punctual control of all the vehicles in the port area;

entrance/exit punctual control of all the persons in the port area;

access control as a function of user profile inside the port;

information management database available for the security services;

dynamic parking areas management;

boarding area entrances management;

management of the information acquired;

real-time data statistic of entrances, exits, parking according to different user profiles.

The entrance/exit punctual control of vehicles allows the following:

to have in real time all the information about the vehicles organized according to the
typology or to the user profile (port worker, visitor, ship passenger, etc.);

the entrance of only authorized vehicles (license plate recognition system);

to calculate the permanence time inside the port according to different user profiles;

to trace the vehicles transit inside the port.

The entrance/exit punctual control of person allows

to have in real time all the information about the person according to the user profile
(port worker, visitor, ship passenger, etc.);

the entrance of only authorized persons;

to calculate the permanence time inside the port according to different user profiles;

to trace the person transit inside the port.

The access control as a function of user profile inside the port allows for optimizing the entr-

ance procedures creating proper preferential lanes inside the port according to the user profile.
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The license plate management by means of the security system allows the following:

real-time recognition of license plates;

creation of a database of undesired license plates (black list);
creation of database of authorized license plates (white list);
creation of a statistical and informative database of traffic flows.

el

The dynamic parking area management allows the following:

1. to optimize the parking spaces inside the port;
2. to verify in real time the entrance of users to the dedicated areas.

The real-time data statistic of entrance, exit and parking according to different user profiles
allows to manage the following data:

entrance according to user profile;
exit according to user profile;
parking according to user profile;
user profile present inside the port;

BN

and a lot of other data.
In the following sections, the different subsystems of the access control system are illustrated.

3 TELECOMMUNICATION INFRASTRUCTURE
The design of the system involved the design of a dedicated telecommunication system.

The telecommunication system is composed by nodes. Every node is independent and
allows the connection of all the devices necessary to the access control system. In Figs. 2
and 3 the general scheme of the telecommunication system and the connection modality of
the telecommunication system are respectively shown.

A proper virtual LAN is dedicated to each service inside the network, allowing to manage,
in an equilibrate way, the band necessary to the communication. Nodes are connected with
each other by means of optical fibers. The connections are properly made to ensure a high
religbility in case of an optical fiber damage. In some places, however, it is not possible to
have the optical fibers connection: in this case a broadband wireless connection was used,
with a velocity equal to 300 Mb/s.

All the hardware, software and network devices are placed in a proper dedicated cooled
room, supplied by a proper power supplier capable of ensuring an autonomy of 24 hours in
the absence of the main electrical supply.

The design of server environment has been made to make them operate in fault tolerance
modality to manage high traffic peaks even in the presence of malfunctioning of one or more
than one of their components.

A proper routing policy has been developed to guarantee a high security level and a high
flexibility to the whole system.

For this reason different devices capable of ensuring reliability and secure communication
with the different check-in and ship company clients have been integrated in the system.

The passive routing devices are properly aided by load balance devices that allow to
share, in a smart way, the working duties between the different application servers. The
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loading balance of the server farm is ensured by a proper GC, as explained in the follow-
ing section.

All the software has been developed using international open standards, based on more
diffused framework (J2EE, MS, NET). Data storing has been made using a database manage-
ment system (DBMS) relational database based on SQL standards. All the main functions of
management and control are implemented on web interfaces. The web interfaces comply
with normative concerning usability and accessibility. The communication and integration
with other systems are based on the SOAP (XML-RPC) protocol.

MANAGEMENT BERVERS

Figure 2: General scheme of the telecommunication system.
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Figure 3: Connection modality of telecommunication system.
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7. multimedia kiosks remote assistance management;

8. ship companies XML-SOAP links management;

9. port operator external database open database connectivity link management;
10. ship companies XML link management;

11. logging access and system operation management;

12. docks and departures chart management.

Proper procedures for the integration with visual informative system of the port (public
screens, etc.) have been implemented.

The system is also endowed with a proper web-based client module that ticket offices of
ship companies can use to print the boarding card directly at the entrance gates.

4 THE GATE SYSTEM
The entrance gate is designed to use a series of sensors necessary to acquire the information
dedicated to the automatic management of itself. In Fig. 5, the scheme of the entrance gate,
together with sensors positioning, is shown.

Every lane uses a proper camera dedicated to the area analysis and to the image recording
24 hours a day and two further cameras dedicated to the license plates recognition (optical
character recognition camera or OCR camera) that send acquired data directly to a proper
multimedia kiosk. .

The multimedia kiosk acquires data coming from OCR cameras and verifies the presence
of the license plate in a proper white list (authorized access), black list (unauthorized access)
or passenger list. According to input data, it can generate an alarm, open the entrance bar or
print the check-in ticket. It is also endowed with an RFID reader that can be used by port
personnel. _

The gates is also equipped with two electromagnetic loops, located close to the multimedia
kiosk, that avoid the bar closing when a vehicle is in the middle.

4.1 The license plate recognition subsystem

For license plate recognition functionality, new generation cameras have been used. They can
acquire data related to high velocity traffic flows. The subsystem is placed in a proper enforced
box located close to the entrance gate. In Fig. 6 an example of license plate recognition screen
page of the system is shown.

Figure 5: Scheme of the entrance gate.
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Structure of Genetic Classifier

. N
| \ b
{Environmental - : g Environmental',
i Input ERELT T Output
! / S S ey
—L / Il 3—4{ Bucket 11»--' |/

: Brigade v

Figure 7: Scheme of a genetic classifier.

goal. It has been demonstrated [4-8] that these systems are computationally complete and
efficient. Although different syntaxes are available as a function of the working scheme
chosen, generally the rules can be represented as follows:

if <condition> then <action> (D

The above rules mean that the action is immediately executed if the condition is satisfied.

The classifier systems adopt a fixed length representation for the rules and allow the
activation and the use of parallel rules.

The system of rules and messages constitutes the computational core of the classifier. The
information propagates from the environment, through the inputs, and they are decoded into
one or more than one fixed length messages. These messages can activate the related rules
that are inserted in a proper list of messages. ,

Once a classifier is activated, it sends its message to the list above mentioned. These
messages can, in a second time, activate other messages or generate an action through the
actuator towards the external environment using proper effectors. In this way the classifiers
combine their suggestions and the environmental suggestions to determine the future behav-
ior of the whole system.

To understand this mechanism, it is better to analyze how the messages and the classifiers
are used inside the system.

A message inside the system is simply a finite length string, composed using a finite alpha-
bet. Since we limit, in our case, the use of a binary alphabet, its precise definitions is

<message>::={0,1} (2)

A message is therefore defined as a sequence of 1 and 0 and it represents the fundamental
instrument for information exchange inside the whole system.

Messages inside the list can be coupled with one or more than one rules. A classifier is
therefore a working rule defined as

<classifier>::=<condition>:<message> (3)
where the condition is defined as

<condition>::={0,1,#} (4)
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Figure 8: Operative scheme of genetic algorithms.
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In our case, the GA tries to evolve, learning new rules of the kind ‘if <condition> then
<action>’ that allows the genetic classifier to operate in the better way inside the considered
system.

The fitness of the rules is evaluated considering their performances in terms of correctness
of load balance prediction. In this way, the GA introduces new sets of rules inside the system,
deleting the older one, allowing the classifier of reaching in the better way its regime condi-
tion. The used fitness function is illustrated in the following paragraph.

The algorithm stops according to the chosen stopping conditions. Even in this case, no
predefined conditions exist, and a stop condition related to the degree of fitness reached has
been chosen.

The selection process is implemented by means of the so-called roulette wheel selection
where the value of the strength S of every classifier represents its fitness score. In Fig. 8 the
operative scheme of genetic algorithms is shown.

5.3 The proposed genetic system

We already said that a proper protocol based on genetic classifier has been developed to
optimize the load of the server farm. '

In the following, the features of the considered protocol are illustrated.

Since the GC must decide which server must assume the next computation load as a func-
tion of the date, of the time and of the load of the other servers of the server farm, the structure
of the rules is

4

If <date, time, SEIVEr,, SEIVET,, ...... ; Servery ,, servery> then
<number of server to be loaded> (6)

where N is the number of servers that composes the server farm.

The date and the time are inserted in the input information to consider the variability of the
traffic load as a function of the different vehicle traffic of the year.

The information coming from the system is stored as environmental messages that deter-
mine which classifier must be activated based on the result of matching operation between
strings of bits.

At the same time different rules can match their condition with the description of informa-
tion coming from the environment: in this case, a proper auction mechanism is activated to
select the most fitting classifier.

The selected rules pay a certain fee proportional to its patrimony, that is divided between
the classifier that has activated it, increasing their values.

The strength of a group of rules is evaluated considering the performance of the them in
terms of prediction of server load. In this way, the GA introduces new set of rules inside the
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system, substituting the older one, allowing the GC to reach its better performance in a short
period.

The result of this working principle is a numerical value that represents the number of
servers that must execute the next computation load, allowing the choice of the more correct
one to ensure a proper load balance of the server farm, avoiding any overload of any server
that would unavoidably slow the response time of the whole system.

After a certain time, depending on the variability of input requests, the GC starts to work
correctly, giving to the system a high reliability and efficiency, which is one the purpose of
the present work.

We want now to describe the used fitness function. During the auction process, one or more
rules can participate in it. Each time a rule participates to a specific process of estimation of
the server to be loaded, it is properly labeled with the number of process: one rule can partic-
ipate in different processes and this information is stored in a proper label field of the rule.
Once a server to be loaded is requested to the system, the system checks continuously the real
duration of the load, to use this information, in a second time during the GA phase, to select
the most precise rules. When the GA phase is activated, every rules is properly assigned to a
portion of the roulette wheel according to its precision in the loading balance it participated,
to be eventually selected for the next generation population: the more precise the forecast of
the rules and the higher the occupation space in the roulette wheel and consequently the
higher the possibility to be selected for the next generation of population. The fitness of each
rule is calculated in the following way: for every rule a proper check about the estimation
processes it participated in is made and the most precise forecast is selected, that is the rule
is associated to the estimation process that differs, as less as possible, from the rules forecast.
The fitness values of the rules are chosen to be variable between 10 (exact forecast) and 1
(totally wrong forecast). The value 1 has been chosen to allow also the wrong rules to evolve
towards more fitting rules. This choice is very useful in the initial phase of the node, when
only a few rules are used in the auction mechanism while all the other are momentarily in
stand-by: since these last rules can be useful in the following phases, they must be character-
ized by a certain probability to pass to the next generation population of rules. If L, is the real
load (in percentage) of the server i and L, is mean load of the server farm, calculated as

Ly=Q, 2 xL)/N )
the fitness value F_1 of the rules j is calculated as
F,=10-(E_ /NLy) * 10 (8)

where E, is the sum of the differences between each server load and the mean load of the
server farm, defined as

E =2 xy@Li-Ly ©

It is evident that if forecasted load of rule j for the fitness produces a uniform load of the
server farm, the fitness value F; of the rules j is equal to 10. If F, is lesser than 1, it is set by
default equal to 1, to ensure a certain residual probability of the rule j to evolve in the next
generation population of rules.

If a certain rule did not participate in any auction process, it is automatically rated with
value 1. If a certain rule participated in one or more different auction processes but it is rated
with a value lesser than 1, the fitness value is set to 1.

Once all the rules are properly rated, they are assigned a space proportional to their fitness
value on a proper roulette wheel and the next population selection mechanism takes place.
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The choice of the number of rules is quite critical since a reduced number (100 for exam-
ple) ensures a rapid learning but a higher percentage of error while a great number (1000 for
example) ensures a reduced percentage of error but a long learning time. The optimal number
of classifiers in our case has resulted to be 600, as explained in next paragraph.

In the next paragraph the results obtained from the implementation of the considered
protocol are illustrated.

5.4 Performances and results

It is first of all necessary to define the minimum number of rules to obtain the minimum value
of E;, defined by eq. (9) as the sum of the differences between each server load and the mean
load of the server farm.

The behavior of E; as a function of the number of rules Ny, is shown in Fig. 9.

From Fig. 9 it is possible to see that E; decreases as Ny, reaching an asymptotic value of
about 2% when it is greater than 600. This allows us to consider a number of rules Ny of 600
a good compromise between precision and computation load of GC.

Once the optimal number of rules is individuated, it is necessary to consider the time nec-
essary to reach the minimum value of 2% for E_ , that is, to reach an optimal loading balance
of the server farm.

The behavior of E, as a function of the training time, expressed in months, is shown in
Fig. 10.

From Fig. 10 it is possible to see that the GC reaches it optimal performance (minimum
value of E,) after 12 months, that is one year. This period allows the system to learn the
behavior of the vehicles traffic during a whole year and to learn the correct strategy to manage
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Figure 9: E; [%] as a function of number of rules N
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Figure 11: Scheme of the interconnection architecture between different ports.

7 OPERATIVE RESULTS
A proper reliability analysis was made on the system to individuate the most critical compo-
nents and to make a proper predictive maintenance, avoiding malfunctioning of the system.
This has always ensured a full functionality and availability of the system.

Slight modifications were made on the software to modify the system according to the
variations requested by the different subjects that use the system (Ship Companies, Custom,
Police, Sea Guard, Port Operators, etc.).

All the users have been fully satisfied by the performances of the system and by its possi-
bility to be modified as a function on the different variations that took place after its starting,
ensuring a high adaptability to the operative scenario.

8 CONCLUSIONS
The illustrated access control system has been realized in the main ports of Italy and it has
controlled, for different years, millions of vehicle/people per year, showing a great efficiency
in security management [9].
Thanks to the GC-based mechanism of the load management of the server farm, the system
has been able to work always at its maximum velocity and performances, never showing any
overload or any slowing of its response time.
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